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ABSTRACT:
Financial crime encompasses a wide range of illicit activities that undermine the integrity of
financial systems and institutions. These crimes, including fraud, embezzlement, bribery, and
money laundering, pose significant threats to economic stability and public trust. Anti-Money
Laundering (AML) efforts are crucial in combating financial crime by preventing the use of
the financial system for illegal activities. Anti-Money Laundering (AML) refers to a set of
regulations, laws, and procedures designed to prevent the use of financial systems for money
laundering and other illegal activities. Money laundering itself is the process of disguising the
origins of illegally obtained money, typically by passing it through a complex sequence of
banking transfers or commercial transactions. The goal of AML practices is to ensure that
financial systems are not exploited for criminal purposes and to protect the integrity of the
global financial system. This article delves into the nature of financial crimes, the role of AML

in combating them, and the evolving challenges faced by regulators and institutions.*

INTRODUCTION:

Financial crime presents a serious threat to the integrity and stability of financial systems
worldwide. Anti-Money Laundering (AML) efforts play a crucial role in combating these
crimes by ensuring that financial institutions are not exploited for illicit purposes. As financial
markets and technologies evolve, AML frameworks must adapt to new challenges and continue
to strengthen their defenses against financial crime. Through diligent AML practices and

international cooperation, we can work towards a more secure and transparent financial system.

1 https://www.sanctionscanner.com/knowledge-base/anti-money-laundering-aml-49, last seen on 10/09/2024.
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Anti-Money Laundering (AML) practices are a cornerstone of financial integrity and security.
By implementing robust AML measures, financial institutions and regulatory bodies
work together to prevent the exploitation of the financial system for illicit purposes. As
financial markets evolve and new challenges emerge, ongoing vigilance and adaptation are

crucial to maintaining an effective AML framework and safeguarding the global economy.?

FINANCIAL CRIME

Financial crime is a broad term that encompasses various illegal activities aimed at generating
illicit financial gain or undermining the integrity of financial systems. These crimes can have
far- reaching consequences, affecting individuals, businesses, and economies at large. As
financial systems become increasingly complex and globalized, understanding and addressing
financial crime has become a critical priority for regulators, financial institutions, and law
enforcement agencies. This article explores the different types of financial crime, their impacts,
and the measures in place to combat them. Financial crime represents a significant threat to the
integrity of financial systems and the broader economy. By understanding the different types
of financial crime and their impacts, and by implementing robust preventive measures and
international cooperation, we can work towards a more secure and transparent financial
environment. Continuous vigilance, innovation, and collaboration are essential to staying ahead

of evolving financial crime threats and safeguarding the global economy.

TYPES OF FINANCIAL CRIME
1. FRAUD
Financial fraud is a white-collar crime that affects the general public and has a negative
impact on the whole economy. Often, these frauds involve misuse or manipulation of
public funds by the fraudsters to make huge profits for themselves. With the
advancement in space of technology, cases of financial fraud are on the rise. We have
witnessed big financial frauds perpetrated by fraudsters like Vijay Mallya, Harshad
Mehta, and Nirav Modi. The cases of financial fraud committed in cyberspace are no
less daunting. Fraudsters use the anonymity offered by the internet to commit
online scams such as KYC frauds, identity fraud etc. Of late, technology has become

the weapon of choice for fraudsters.

2 https://www.sanctionscanner.com/knowledge-base/anti-money-laundering-aml-49, last seen on 10/09/2024.
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What is fraud
Fraud is the wrongful or criminal deception intended to result in financial or personal gain. It
can also be defined as deceit, trickery, intentional perversion of truth aimed at inducing another

person to part with something of value or to surrender a legal right.

What is financial fraud
It is difficult to give one exhaustive definition of financial fraud. One may define financial
fraud as an illegal act intended to deprive you of your money for personal gains.® Financial
fraud means:

« The intentional act of deception involving financial transactions for personal gains.

« Taking money/other assets from someone through deception.

« lllegal and unethical management of financial resources.

« Manipulation, falsification alteration of accounting records.

e Misrepresentation or intentional omission of amounts, misapplication of

accounting principles, and marking misleading or false disclosures.

COMMON TYPES OF FINANCIAL FRAUDS

Identity theft and identity fraud

In simple terms, identity theft is the use of someone’s identifying information without their
permission. ldentity theft occurs when someone steals your personal financial information such
as your bank account number by way of deception and uses that information for economic gain.
This can happen in a number of ways, say in a public place via shoulder-surfing wherein a
fraudster catches you typing your CVV code into your phone, etc., or when you opt to reply to
a spam email that promises you a reward but first asks for identifying information and personal
details. Identity theft can be committed simply by guessing your passwords or accessing your
details from your social media or it might involve complex methods such as installing malware,
etc. Your personal data such as bank account number or credit card number is then used to
make fraudulent withdrawals from your account. Fraudsters might use your information to
open a credit account in your name leaving you liable for the charges. Identity theft leads to
identity fraud when the fraudster impersonates you using your stolen information in order to

access accounts and obtain financial services.

3 https://indiaforensic.com/financial-crimes-what-is-it-exactly/?srsltid=last seen on 11/09/2024
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Examples of identity theft include theft of ATM card, stealing your bank information and
example of identity fraud includes making fake 1D, passport, false credit card etc. and using it

for personal unlawful gains.

Tax fraud

Tax fraud refers to the falsification of tax returns in order to evade the payment of tax to the
government. For example, claiming false deductions by classifying personal expenditure as
business expenditure or non-disclosure of income. When you pay less tax than what is due by

hiding or understating or false reporting of your income, you are committing tax fraud.

Credit card fraud

Credit card fraud is the unauthorised use of someone’s credit card. Credit card numbers can be
obtained through credit card theft or unsecured internet connections or by hacking into your
system etc. It is advised that in case you lose your credit card or debit card, you should get your
card cancelled immediately. Examples of credit card fraud include counterfeit and skimming
frauds, card not received frauds, lost and stolen credit card fraud and incorrect card application

fraud etc.*

Insurance fraud

Insurance fraud occurs when a claimant wrongfully tries to obtain a claim from the insurance
company that he is not entitled to or when the insurance company deliberately denies the claim
legally due to the claimant. Insurance fraud can also occur in other forms such as selling
policies from fake insurance companies, falsifying the medical history, impersonating other

people for claims, cause of death being changed for accidental claims, etc.

KYC fraud

In this type of fraud, fraudsters usually send you an unsolicited SMS saying that your card or
account will be blocked. The customer in a state of panic ends up responding to the message
without considering its legitimacy. Now when you/customer calls that number given in the
message, the fraudster pretends to be speaking from your bank and entices you to give your
personal details such as debit card information, bank account details, OTP, etc. under the

pretext of KYC verification. Sometimes, the fraudster might ask you to install some app on

4 https://www.law.cornell.edu/wex/credit_card fraud last seen on 11.09/2024.
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your phone which will give him full access to your phone. Before you know, withdrawals are
made from your account and you will get a message that such and such amount has been debited

from your account.

Phishing

This is an online scam wherein the users/customers receive tricky emails or pop-ups that appear
to be from a legitimate source, say a bank or an insurance company or an internet service
provider, etc. The fraudster will ask for your personal information through these emails and
thereafter use that information for their unlawful gains. Phishing attacks include phishing

emails, link manipulation, session hijacking, smishing, vishing, installing malware etc.

Advance fee scams
In advance fee scams, the fraudster will ask you to make an advance payment or upfront
payment for goods and services that do not materialise. This includes career opportunity fraud,

loan scams, lottery scams, work-from-home opportunity scams, etc.

Mortgage fraud
Mortgage fraud is any sort of material misstatement, misrepresentation, or omission relating to
the property or potential mortgage relied on by an underwriter or lender to fund, purchase, or

insure a loan. For example, intentionally falsifying the particulars on mortgage applications.

Mass marketing fraud

In this, mass mailing, calls, spam emails are resorted to for stealing the personal financial
information of the target. This type of fraud targets multiple victims from different
jurisdictions. Mass marketing fraud schemes typically fall into two classes, schemes that
defraud numerous victims out of comparatively small amounts, and schemes that defraud
comparatively less numerous victims out of large amounts. One example of mass marketing

fraud can be ‘too good to be true payment schemes’.

Bank fraud

Banking fraud is an attempt to syphon or take funds or other assets from a financial institution.
RBI defines fraud as, “A deliberate act of omission or commission by any person, carried out
in the course of a banking transaction or the books of accounts maintained manually or under

computer system in banks, resulting into wrongful gain to any person for a temporary period

Page | 9


http://www.ijlra.com/

www.ijlra.com
Volume Il Issue 7| Sep 2024 ISSN: 2582-6433

or otherwise, with or without any monetary loss to the bank”. Some of the famous bank fraud
cases are the PNB-Nirav Modi Scam, ABG Shipyard Fraud, Vijay Mallya scam etc.

UPI-related frauds

About 80,000 UPI frauds occur in India, every month. Fraudsters send you a ‘request money’
link and once you click on it and authorise the transaction, money gets deducted from your
account. Also, sometimes the fraudsters will send you a fake URL and once you click on it, it
infects your phone with malware designed to steal all your financial information. UPI-related
frauds can occur in forms of phishing attacks, screen mirroring tools and through deceptive
UPI handles.

SIM swap fraud

Sim swapping is when you make a request to your service provider to swap your sim, who
deactivates your old sim and gives you a new one. For example, when you want to upgrade
your 3G sim card to a 4G one. This is a legitimate sim swap transaction.

However, in the case of sim swap frauds, the fraudster makes a sim swap request to the service
provider using fake papers and pretends to be a genuine cardholder. The service provider
deactivates your old sim and the fraudster gets a new sim card. He is then able to access all
your financial information such as OTPS, card alerts, etc., and can manipulate the same in
innumerable ways. For instance, in August 2021, a man lost Rs. 84 lakhs due to SIM swap
fraud committed by some unidentified cyber criminals who cloned the victim’s sim card to get

his bank details.

Corporate fraud

Corporate fraud involves falsification or misrepresentation or hiding of a company’s financial
information and accounts to make profits illegally and to mislead the public. For example,
insider trading, falsification of accounts to show a healthy picture in order to attract lenders and

investors, misappropriation of assets, etc.

Securities Fraud:

Manipulating stock prices or misleading investors about a company’s financial health.
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2. EMBEZZLEMENT
Embezzlement refers to the act of stealing, misappropriation, or retention of funds by a
person who has been entrusted with those funds by an employer or an organisation.
Typically, the person who embezzles money is the one who has legal access to another
person’s money or funds such as an employee. This white-collar crime is seen as a form
of property theft. Examples of embezzlement can be overbilling of customers, forging of
cheques, refusal of the conductor to issue tickets to customers after collecting the
fare etc. Embezzlement is the misappropriation of funds entrusted to an individual's care,
typically by an employee or official. Examples include:
Corporate Embezzlement: An employee diverting company funds for personal use.
Public Sector Embezzlement: A government official misusing public funds.

3. MONEY LAUNDERING
Money laundering is the process of making illegally obtained money appear
legitimate. This typically involves:
Placement: Introducing illicit funds into the financial system.
Layering: Conducting complex transactions to obscure the origin of the funds.

Integration: Making the laundered money appear to be from a legitimate source.

4. BRIBERY AND CORRUPTION
Bribery involves offering or receiving something of value to influence actions or
decisions. Corruption extends this to systemic abuses of power for personal gain.
Examples include:
Corporate Bribery: Offering kickbacks to secure contracts or business advantages.
Political Corruption: Government officials accepting bribes in exchange for favorable

policies or contracts.

5. TERRORIST FINANCING
Terrorist financing involves providing funds to individuals or organizations to support
terrorist activities. This can include:
Charity Fraud: Using charitable donations to fund terrorist operations.

Misuse of Legal Income: Channeling legitimate earnings to support terrorism.
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6. TAX EVASION
Tax evasion is the illegal act of not paying taxes owed by concealing income, inflating
deductions, or hiding money in offshore accounts.

LEGAL PROVISIONS RELATING TO FINANCIAL FRAUD UNDER
VARIOUS LAWS AND PUNISHMENT PRESCRIBED FOR SUCH
FRAUDS:

Indian Penal Code, 1860
1. Section 403 - Dishonest Misappropriation of Property: This section deals with the

dishonest misappropriation or conversion of property to one’s own use.

2. Section 406 - Criminal Breach of Trust: This provision addresses cases where a
person entrusted with property or with dominion over property dishonestly
misappropriates or converts it to their own use.

3. Section 420 - Cheating and Dishonestly Inducing Delivery of Property: This section
pertains to cheating and inducing someone to deliver property by misleading or
deceiving them.

4. Section 467 - Forgery of Valuable Security, Will, etc.: This deals with the forgery of
documents, which is often relevant in financial crimes like financial fraud and
embezzlement.

5. Section 468 - Forgery for the Purpose of Committing Fraud: This section
specifically covers forgery committed with the intent to commit fraud.

6. Section 471 - Using as Genuine a Forged Document: This provision deals with using
a forged document as if it were genuine.

7. Section 477A - Falsification of Accounts: This section addresses falsification of
accounts with the intent to deceive.

8. Section 489A to 489E - Counterfeiting Currency: These sections deal with offenses
related to counterfeiting currency notes or coins.

In addition to the IPC, there are other specific laws and regulations in

India that address financial crimes:

e Prevention of Money Laundering Act (PMLA), 2002: This act deals with money
laundering and provides for the attachment and confiscation of property derived
from money laundering.

e« The Companies Act, 2013: This act includes provisions related to financial
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mismanagement, fraud, and corporate governance.

e The Securities and Exchange Board of India (SEBI) Act, 1992: This act
regulates the securities market and addresses issues related to financial fraud in
trading and investment.

e The Income Tax Act, 1961: This act includes provisions related to tax evasion and

financial misconduct related to income taxation.

Information Technology Act, 2000

The Information Technology Act, 2000 contains provisions dealing with cyber fraud

and financial frauds committed using computer resource.®

Impacts of Financial Crime
1. Economic Damage
Financial crime undermines economic stability by distorting market mechanisms and
creating unfair competitive practices. It can lead to significant financial losses for
businesses and individuals, and distort investment and economic growth.
2. Reputational Damage
Organizations involved in financial crime face severe reputational damage, which can
erode public trust, diminish customer confidence, and harm long-term profitability.
3. Legal and Regulatory Consequences
Financial institutions and individuals found guilty of financial crime face legal
penalties, including fines, sanctions, and imprisonment. Non-compliance with
regulations can also lead to increased scrutiny and operational restrictions.
4. Social Impact
Financial crime can contribute to social inequality and erode trust in public institutions.

It can also lead to increased costs for law enforcement and regulatory bodies.®

Combating Financial Crime
1. Regulatory Frameworks
Governments and international bodies have established various regulations to

combat financial crime. Key frameworks include:

5 https://blog.ipleaders.in/financial-frauds-in-india-all-you-need-to-know/ last seen on 10/09/2024.
6 https://www.sanctionscanner.com/knowledge-base/anti-money-laundering-aml-49, last seen on 10/09/2024.
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o Anti-Money Laundering (AML) Laws: Regulations designed to prevent
money laundering and terrorist financing.
o Anti-Fraud Legislation: Laws targeting specific types of fraud, such
as securities and credit card fraud.
o Bribery and Corruption Laws: Legislation aimed at preventing and
penalizing bribery and corruption.’
2. Financial Crime Prevention Strategies
Organizations implement several strategies to prevent financial crime:
o Internal Controls: Establishing robust internal policies and procedures to
detect and prevent fraud and embezzlement.
o Employee Training: Educating staff about financial crime risks and
reporting mechanisms.
o Compliance Programs: Developing programs to ensure adherence to
regulatory requirements and best practices.
3. Technological Solutions
Advances in technology offer new tools for detecting and preventing financial crime:
o Data Analytics: Using big data and analytics to identify suspicious patterns
and anomalies in financial transactions.
o Blockchain Technology: Leveraging blockchain’s transparency and
immutability to enhance the traceability of transactions and reduce fraud.
4. International Cooperation
Financial crime often crosses borders, requiring international collaboration for
effective enforcement. Key efforts include:
o Information Sharing: Cooperation between countries and financial
institutions to share intelligence and coordinate investigations.
o Global Standards: Adopting international standards, such as those set by the
Financial Action Task Force (FATF), to ensure consistent and effective AML

and anti-fraud measures.

What Is Anti-Money Laundering (AML)?

Anti-money laundering is an international web of laws, regulations, and procedures aimed at

uncovering money that has been disguised as legitimate income. For centuries, governments

7 https://www.sanctionscanner.com/knowledge-base/anti-money-laundering-aml-49, last seen on 10/09/2024.
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and law enforcement agencies have tried to fight crime by following the money. In modern
times, that comes down to anti-money laundering (AML) laws and activities.

Money laundering is the concealment of the origins of money gained from crimes, including

tax evasion, human trafficking, drug trafficking, and public corruption. It also includes money

being illegally routed to terrorist organizations.

Anti-money laundering regulations have had an impact on governments, financial institutions,

and even individuals around the world.8

The Importance of AML
Money laundering undermines the stability and integrity of financial institutions and markets.
It facilitates a range of criminal activities, including drug trafficking, terrorism, and corruption.
By allowing criminals to integrate illicit funds into the legitimate economy, money laundering

can erode public trust in financial institutions and governments.

Effective AML measures help:

1. Prevent Financial Crimes: By identifying and disrupting money laundering
activities, AML practices reduce the opportunities for criminals to profit from illegal
activities.

2. Promote Financial Stability: A robust AML framework helps maintain the integrity
and stability of financial markets by ensuring that they are not used as channels for
illicit activities.

3. Enhance Regulatory Compliance: Financial institutions must adhere to AML

regulations, which helps them avoid legal repercussions and reputational damage.

Key Components of AML Frameworks
1. Customer Due Diligence (CDD): Financial institutions must perform due diligence
on their customers to understand their identities, business activities, and sources of
funds. This includes verifying the identity of clients and assessing the risks associated

with them.

8 Will Kenton, Anti-Money Laundering (AML): What It Is, Its History, and How It Works, available at,
https://www.investopedia.com/terms/a/aml.asp, last seen on 10/09/2024.
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2.

Know Your Customer (KYC): KYC is a critical part of CDD. It involves collecting
and verifying information about a customer’s identity before engaging in financial
transactions. This process helps to identify potential red flags that may indicate money
laundering.

Transaction Monitoring: Financial institutions use various tools and techniques to
monitor transactions for suspicious activity. This includes analyzing patterns and
identifying transactions that deviate from expected behaviors.

Suspicious Activity Reporting (SAR): When a financial institution detects
suspicious activity, it is required to report it to relevant authorities. SARs are essential
for initiating investigations into potential money laundering cases.

Record Keeping: Institutions must maintain detailed records of transactions and
customer interactions. These records are crucial for tracking the flow of funds and
supporting investigations.

Compliance Programs: Financial institutions are required to establish internal AML
policies and procedures, including employee training programs. These programs
ensure that staff are aware of AML regulations and can identify and report suspicious

activities.

International AML Standards

International cooperation is vital in combating money laundering, given the global nature of

financial markets. Organizations like the Financial Action Task Force (FATF) play a crucial

role in setting global AML standards. FATF’s recommendations provide a framework for

countries to develop and implement effective AML measures.

Many countries have adopted AML legislation in alignment with FATF standards, but the

specifics can vary. Regulatory bodies in different regions may impose additional requirements

and penalties for non-compliance. For instance, the European Union has enacted several AML
directives, while the United States follows the Bank Secrecy Act (BSA) and the USA
PATRIOT Act.

1.

Challenges and Emerging Trends
Digital Currency and Technology: The rise of digital currencies and fintech

innovations presents new challenges for AML compliance. Cryptocurrencies, for
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example, can be used to obscure transaction trails. Regulators are adapting by
developing frameworks to address these emerging threats.

2. Globalization and Complexity: The global interconnectedness of financial systems
means that money laundering schemes can span multiple jurisdictions, complicating
enforcement efforts. Enhanced international cooperation and information sharing are
essential to address these complexities.

3. Evolving Threats: Money laundering techniques are constantly evolving. Criminals
employ increasingly sophisticated methods to evade detection, requiring ongoing

adaptation of AML strategies and technologies.

Conclusion
The identification, prevention and minimisation of the incidents of financial frauds is the
collective responsibility of all, including citizens, government and other key regulators (such
as RBI) and investigating agencies as well. Financial institutions are working towards stringent
implementation of their fraud control policies and reporting frameworks to generate
information in a way that the level of fraud identified, prevented and actual losses incurred are
identified. The focus is on enhancing the processes, controls, fraud risk management
frameworks in order to minimise the opportunities for fraud and also reduce the time that goes
by in detection of frauds. Financial crime presents a serious threat to the integrity and stability
of financial systems worldwide. Anti-Money Laundering (AML) efforts play a crucial role in
combating these crimes by ensuring that financial institutions are not exploited for illicit
purposes. As financial markets and technologies evolve, AML frameworks must adapt to new
challenges and continue to strengthen their defenses against financial crime. Through diligent
AML practices and international cooperation, we can work towards a more secure and

transparent financial system.
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